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“It is better to have no information at all than to be

misinformed, because misinformation constitutes

negative information—information that is less than
zero.”.

~ Stanistaw Lem
“Tales of Pirx the Pilot”
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B Ty Outset?

It is a dynamic and

It constitutes a specific :
constantly evolving

type of information.

phenomenon.
The development of digital Today, it constitutes one
technologies has of the key elements of
increased the scale and information warfare.

speed of its impact.

Information is no longer merely a resource; it has become a tool of influence.
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Disinformation is a multidimensional concept that is difficult
to define unambiguously.
Its understanding depends on the research perspective
adopted and the context of analysis.
Definitions differ, among other things, depending on:

a) offensive or defensive applications,
b) the type of information environment,

c) the specific characteristics of a given sector or field of

activity,

d) the type and function of information.
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According to Viadimir Volkoff

According to Vladimir Volkoff, Its objective is to replace views
disinformation constitutes a considered undesirable with those
deliberate and long-term influence desired by the disinformer.

on the consciousness of recipients.

Its influence extends to both the This process leads to the shaping
conscious and subconscious of social perceptions and social
levels of the recipients. attitudes.

In this perspective, disinformation is not merely false information.
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Disinformation is understood as an exceptionally complex
method of operational activity, serving as a means of
iInfluencing a current or potential adversary, a hostile

intelligence service, or specific social groups in another
country, and sometimes also within one's own country.

In this perspective, disinformation is regarded as a powerful weapon
worth possessing.
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Contemporary analyses of disinformation extend beyond the
academic perspective to include institutional and strategic
dimensions.

International organizations and state institutions perceive it as a
significant threat to information security and social stability.

<702 Ministerstwo
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OLSKCH NASK — National Research Institute

-
SPRAWDZ INFORMAL ACJE,

Dezinformacja - co warto wiedziec? 3 . DN Ry

: 5 JA MI.EJ
wiedza o dezinformacjl pomaga cdblorcy w jej rozpoznaniu, a co 2a tym idzie - powstrzymuje go od jej dalszego
rozpowszechniania, Dlatego jest najlepszym spesobem walki z tym zjawiskiem, Warto wiedziec, Ze: I N T E R N ET u w ¥

* Dezinformacia to nieprawdziwa lub celowo wprowadzajaca w biad informacja. ktora jest tworzona i
rozpowszechniana z zamiarem oszukania odbiorcdw,

» Dezinformacja to zamierzone dziakanie, ktdre zaburza lub fakszuje przekaz informacyjny dla osiagniecia

okredlonych korzysci, np. ekonomicznych czy politycznych.
* Rozpowszechnlanie dezinformac)i jest to szereg zaplanowanych czynnogcl, systematycznie | fachowo
prowadzonych glownie za posrednictwern medidw masowych (Iinternetu, telewlz)i, prasy czy radia).

* Dzlé dezinformacja rozprzestrzenia sie gtownie w internecie | za posrednictwem medidw spotecznosciowych C h ro ﬁ S i e p rZEd d eZi nfo rm aCj a

* Dezinformacja moie wyrzadzi€ szkode zardwno jednostkom. grupom. organizacjom. jak i parstwom.,

Definicje

Co zaktoca przeptyw
informac;ji?

MALINFORMACJA

DEZINFORMACJA intencja, wyrzadzenia,
szkody

MISINFORMACJA

falszywasc
lub manipulacia

Malinformacija

Zystywane w spos s hodlvey lub

Misinformacija Dezinformacja

worzoneir n@ane Dez

Tress

inteanc) wyrzadzenia szkody. Moga powstawad w wyniku

@m informacii prywatnych

bigdu fub
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Rosnie zagrozenie dla demokracji w Europie

Dezinformacja niepokoi Europejczykow:

Najwazniejsze dziatania

83% 63% 51%

ludzi mtodych Europejczykow Europejczykow
uwaza, ze dezinformacja natrafia na fake newsy czesciej uwaza, ze padto ofiarg
zagraza demokracji niz raz w tygodniu dezinformacji online

Budowanie odpomnosci demokracii J i Dezinformacja szkodzi naszemu spoteczenstwu:

Promujemy wolne i uczciwe wybory,
. pcdwaza zaufanie do 1I'|STy1UC.]I i mediow

« zagraza demokratycznym wyborom

« ogranicza zdolnosc obywateli do podejmowania swiadomych decyzji

* 1olnosci wypowiedzi.

Walka UE z dezinformacjg — kalendarium
|

marzec 2015 r. W Europejskiej Sluzbie Dziatan Zewnegtrznych powstaje grupa zadaniowa East StratCom.
0, [e]
79 % 70 %
Europejczykdw obawia sie wplywu dezinformacji na Europejczykdéw obawia sie obcej ingerencji w wybory
wyborcow
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AAP6 (2017)
NATOPEP JAWNE

dezinformacja
Wszelkie przedsiewziecia, majace na
celu wprowadzenie przeciwnika w blad
poprzez manipulowanie, dziatania
pozorujace i preparowanie dowoddw,
prowckujace dziatania szkodzace jego
| witasnym interesom. 5/3/04

AAP-6

SLOWNIK
TERMINOW | DEFINICJI NATO

ZAWIERAJACY WOJSKOWE TERMINY | ICH DEFINICJE STOSOWANE W NATO




Perspectives and Approaches to Disinformation
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KATARZYNA BAKOWICZ

Wlagor b Graanks R ingenty

Frrermeeies Enyyarh, Sabslia Famnsda

Metody i narzedzia

budowania spobecznej odpornoscl
na dezinformacjg

O fact-checkingy po edukace medizing

MICHAL MAREK

T
INCORMAGYJND

WOJNA INFORMACYJNA
FEDERACJI ROSYJSKIEJ
PRZECIWKO UKRAINIE
POLSCE | NATO

Thomas'Rid
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Economic Perspective

Media Perspective

Political Perspective Scientific Perspective

Diplomatic Perspective
Military Perspective

Cybernetic Perspective
Psychological Perspective

| e

I

— I
I—— ——

e — cen



SBP
‘Z’- Media Perspective

STOWARZYSZENIE
BIBLIOTEKARZY
POLSKICH

Disinformation today operates within the media and digital
environment, while the Internet and social media enable the
rapid and large-scale dissemination of manipulated content.

Disinformation may include completely false content,
information taken out of context, as well as a combination
of true and false information.

Media manipulation is based on the selective presentation
of information, the fragmentation of messages, the
omission of facts, and the creation of information chaos.

I

| e

—— I
I—— — ——

—%“‘:::————————___"__ | - @




SBP
‘é Political Perspective

STOWARZYSZENIE
BIBLIOTEKARZY
POLSKICH

Disinformation constitutes a tool for influencing political
processes and the functioning of democracy.

The objective of such disinformation is to shape public
opinion, reinforce specific ideological narratives, and
influence citizens' electoral decisions.

Disinformation mechanisms contribute to social
polarization, declining trust in public institutions, and the
erosion of confidence in the media and political actors.
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Disinformation affects not only society but also the economy
and the information market.

False or manipulated content may influence the value of
companies and stocks, investors' decisions, consumer
behavior, and the level of trust in brands and institutions.

In the digital environment, disinformation can generate
substantial profits at relatively low production and
distribution costs, while also contributing to economic
destabilization within a given region.
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Disinformation constitutes a subject of inquiry across
numerous academic disciplines.

Research on disinformation focuses on the mechanisms

of information influence, processes of manipulation and

persuasion, the impact of emotions on content reception,

as well as the functioning of the digital environment and
algorithms.

The growing scale of the phenomenon makes
disinformation one of the key research challenges of the
information society.

I
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Disinformation is perceived as a component of operational
activities and contemporary information conflicts.

From a military perspective, it constitutes a tool of
influence employed against adversaries, societies, state
institutions, and intelligence services.

Disinformation constitutes an important element of hybrid
warfare, contemporary conflicts, and special operations.
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Disinformation constitutes a tool of influence in international
relations.

It is employed to advance political interests, shape the
image of states, reinforce specific international narratives,
and influence public opinion abroad.

Contemporary disinformation campaigns have become an
element of strategic competition among states within the
information space.
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Disinformation influences cognitive processes and the ways in
which recipients interpret reality.

It exploits psychological mechanisms related to emotions,
stereotypes, prejudices, and the selective processing of
information. Its objective is to shape perceptions of
situations, social attitudes, and decision-making
processes.

Content that is highly emotional, simplified, polarized, and
tailored to specific target groups tends to be particularly
effective.
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Disinformation functions as an element of dynamic processes
occurring within the digital environment.

From a cybernetic perspective, particular importance is
attached to information flows, digital platform algorithms,
communication networks, and mechanisms for audience

targeting.

Disinformation employs social engineering, propaganda,
and information manipulation techniques.
Within the NATO framework, disinformation is regarded as
a component of hybrid activities alongside cyberattacks,
political pressure, and economic coercion.
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Have You Ever Encountered Disinformation?
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Czy kiedykolwiek B MUEL IS CF A AN EH

L .| Ramd Ir
M2 B s @ 2


https://www.lbm.uw.edu.pl/images/Dezinformacja_oczami_Polakw_edycja_2024.pdf
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Have you ever encountered fake news?

Czy kiedykolwiek FHi e LIS CFA [ L[5 F

2024

oaty (i) I "hm R 65%
[».iJUJJa{m Q ﬂ
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eli r[ A 1 ETa'd spotkali sie najczesciej z fatszywymi informacjami?

wyniki wirdd Polakdw, ktdrzy mieli stycznosdé z fake newsami
Telewitia — B
- Radio I 1%
. x4

** Praas {drukowsns / on-line)

Portale Internatows (np, Onet, WP}

. Blagl / fora Eternetowe

Plattormy internetows typu YeuTube, Twitch®

Whsrukchwarkl Internetowe

Internetowe serwity branbowe

Sesrwvin Wikipedia

Mrzymana od innej asaby (np.  pracy, e szhaly)

Powisdomiends (SM5 lub inne)

W praehmzach poligyiois”

Publikacie niliowe | reportaies

W inmych misjscach

Telewizja, media

spotecznosciowe

i przekazy politykow
- w tych miejscach
Polacy najczesciej

spotkali sie z[E TS0
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DEZINFORMACIA
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Ktora forma fatszywej informacji niesie ze soba wieksze zagrozenie?

ECEELIELE

_______________

ezimeniersel: N

E?:_:_Z:é::———————________________ . CQ'I
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a) a message containing disinformation content that is
contextually linked to real events,

b) intentionally created with the aim of misleading recipients or
distorting their perception of reality,

c) designed to provide tangible benefits to the sender or the
distributing entity, including financial, reputational, or political
gains.
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Satire or Parody — the 8 maja obchodzimy Dzief Bibliotekarza i ibliotek [l
presentation of e NN
humorous yet false
information in a manner
that makes it appear to be
true.
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False Connection — the
use of multimedia,
headlines, and captions
that bear no relation to
the content being
presented.

Types of Fake News

% Plotr Panasiuk &
L PanasukPetr

14 lipca we Francji kolejna rocznica zburzenia Bastylil. Do tedo czasu
rozruchy na pewno sie jeszcze rozkreca. Amerykanskie sluzby na pewno
preydgotula cod goracego dla Francuzdw.

WM - 2 e 2023 - 18,5 tys. Wyswietlenla

38 Tweetdw podanych da

le] 2Cytaty 114 Polubled 14 Zaklsdek
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Misleading Content — a
form of disinformation
intended to persuade
recipients to accept
particular viewpoints and
to evoke specific feelings
and emotions.

Wielka Brytania podjela decyzje. Ostatnie 10 dni uzywania gotowlki i
przechodza na cyfrowy pieniadz. Zaczelo sie

Bank Anglii przypomina: To juz
ostatnie 10 dni na uzycie
papierowych banknotow

Wezoraj, 17:30 B 1
B Fienigdze

1297 PM - 21 wrz 2022

103 Tweely podans dalej 9 Cytatow 2z Tweeta 260 Polulbxiedn
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False Context — the
presentation of truthful
information in a context

entirely different from the
one originally intended,
thereby fundamentally
altering its meaning.

Rebel06714 &
@RebellE714
This is a video from 1990 where NATO promised russia it would not try to

expand near any neighboring country. Russia told the US that was a
redline. This is actual historic video from a press conference.

-l'. Richard € @ricwel23 - 1lip
This warmaonger totally ignores the fact the West once made a promise.....

(Jens Stoltenberg, NATO Secretary General)

CONVERSATION RE

Pebruary 9, 1990 Bl,
- 3:00 pm

i Secretary Baker
President Gorbachev
Eduard Shevardnadze

s Baker, pagina 6.

and the need for assurances to t
ve malntsin & presence in & Gernm
thers would be no extension of &




Types of Fake News
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Impersonation of
Genuine Sources — the
substitution of authentic
sources with false ones.

Informujemy o niezaplaconym
mandacie karnym.

Dnia 12.04.2021 sprawa zostanie

skierowana do sadu.
Kwota mandatowa:10,00 PLN
Oplata:
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™ Frank Schramm5 1)
Fabricated Content — a @ =

Catholic Pope says people with disabilities should be euthanized to

message that draws on  fintcimatechange
rea I eve nts b ut is People with autism, alcoholism and other diseases and disabilities are to

be euthanized to help humanity fight so-called “climate change.”

deliberately created to
mislead, shock, and
provoke controversy. It
may contain entirely false
information, disputed
facts, or manipulated
quotations.

8:50 AM - 30 lip 2023 - 280 Wyswietienia

2 Polubienia
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Manipulated Content —
the exploitation of
specific circumstances,
the distortion or
misrepresentation of
facts, in order to
substantiate particular
claims or influence the
opinions and behavior of
others.

Types of Fake News

WYDARTENIA INTERIA PL

g M. MALAG: NIE agnzuz KRYTERIUM DOCHODOWEGO W SPRAWIE
800+, B0 TOMA avc INWESTYCJA W RODZINE

F oo A ldeaypn) W O

Iy Tl o
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Marcus

Fabricated Information — S
. - . W tajemnicy przed opinig publiczna Ministerstwo Kultury i samorzad
N fo rm at Ion th at IS sfinansowali Centrum Kultury Zydowskiej w miejscowosci Mogielnica.

O4rodek wyposazony jest w SPA, sale konferencyjne, jadalnie, boisko

entire |y false from s rzt;awe i pokoje goscinne. Z kieszeni podatnika na ten cel poszio 15
beginning to end and has g
been artificially created to @
evoke specific emotions.

1:37 PM - 22 maj 2023 - 27,8 tys. Wyswistlenia

34 Tweetdw podanych dalej 25 Cytatdw 577 Polubiern 24 Zalkladek
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Liczba przypadkéw dezinformacji w bazie EUvsDisinfo (2015-2026)
3339

3000 A

2500 4

L]
[=]
[ =]
=1

Liczba przypadkow
&
8

1000 A

500 +

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026
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9 out of 10 Poles believed
at least one of the false claims examined.
The survey assessed respondents’ attitudes
towards 30 false claims related to energy, health,
climate, new technologies, and politics that had
circulated in the public sphere.
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Gender: Male
Age: 55 years and older
Place of residence: City with a population exceeding
500,000
Education: Higher education
These characteristics are associated with
individuals who are less likely to believe false
information.
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Do Poles Receive Fake News from Other People?

Rozprzestrzenianie fatszywych informacji przez inne osoby

W jaki sposéb Polacy otrzymuja fatszywe
informacje od innych oséb?

i, - Czy Polacy otrzymuja fake newsy od innych oséb?

2024

Shtownde - povwiedeiel mi o tym rajomd, redzing

W medinch spofecznofcioenych

Jako fink przesytany prrez komunikator internetowy

[E-maibem - jake link preesylany w e-mailu

SMES = Jako limk preesyiamy w SRS MAMS

Pogrzez YouTubs®

Ha blagu / ferum internebowym

W stuchanym pedcascis®

Qsm=
.:3'73: ||l-m

Winny sposoh
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Recognizing Fake News

CRAP [ad eng. Currency, Relevance, Authority, Accuracy, Purpose]
SCAM [ad eng. Source, Content, Audience, Media, Effects]

When was the information published or last updated?

Has the information been corrected or updated?

Is the topic, to which the information refers, current or can it be applied
to current events?

Is the information relevant to the topic?

Is the information helpful for your task or answering your question?

Who is the intended audience?

Is the information presented at an appropriate level for the recipient (i.e., is it neither
too general nor too specialized, inadequate to the recipient’s needs)?

Is the information objective and free from persuasion or bias?

Is the information the kind of information you expected to find?

Who is the author, publisher, source, sponsor of the information?

What are the author’s or publisher’s qualifications? What is their position or expertise?
Is the publishing source reliable and authoritative on this topic?

Has the information been reviewed or published?

Is the URL a commercial website, advertising site, or maintained by another entity
(e.g., .com, .edu, .gov, .org, .net)?

Is the information supported by evidence?

Can the information be verified? Is there a bibliography, references, notes?
Is the information consistent with other known information on the topic?
Does the language indicate bias or an attempt to influence the reader?

Are there spelling or grammar errors?

What is the purpose of the information (to inform, teach, sell, entertain, persuade)?
Is the information fact or opinion?
Are there any signs of intentional manipulation? e
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Recognizing Fake News

CRAP and SCAM

*  Where does the information come from?

* |s the information supported by evidence?

* |s the information presented objectively?

* Can it be verified? Are there data available in another source or based
on personal opinion?

* Isthe language of the content free from emotional manipulation?

* Are there spelling, grammatical or stylistic errors?

* What is the purpose of creating the information? Is it to inform, educate,
entertain, convince, scare or sell something?

* Does the author/sponsor of the information clearly state their intentions
or goals?

* |s the information intended to manipulate the reader’s opinion or behavior?

* From whose perspective is the content presented?

* Does the information focus on the needs of the political, ideological,
cultural, religious agenda? Or does it represent the viewpoint of the institution
or individuals?
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8 STEPS

COUNCIL OF EUROPE RECOMMENDATIONS
HOW TO RECOGNIZE FAKE NEWS

=

COUNCIL OF EUROPE
CONSEIL DE 'EUROPE

o CHECK THE SOURCE

Check the website — information about
the editorial team, mission, owner,
financing sources and contact details.

CHECK THE AUTHOR

Verify whether the authors really exist.
Check their competence and experience.

CHECK THE DATE

Assess whether the publication date
is adequate and whether the content
is current in relation to the factual context

READ MORE

Do not limit yourself to headlines.
Read the whole content and look for
specific information.

(5

&
6:[60
go

oD O
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USE ADDITIONAL SOURCES

Check information in other, reliable
sources. Compare different points
of view.

CHECK YOUR OWN BIASES

Be aware of your own views.
Assess the content objectively and
with an open mind.

CHECK, WHETHER IT IS A JOKE

Make sure whether the content is not
intended as satire, parody or humour.

ASK THE EXPERTS

In case of doubts, consult experts
or institutions dealing with information
verification.
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8 STEPS

COUNCIL OF EUROPE RECOMMENDATIONS

HOW TO RESPOND TO A “TROLL"

COUNCIL OF EUROPE
CONSEIL DE 'EUROPE

o DON'T FEED THE TROLL

Trolls thrive on attention and reactions.
Avoid engaging if possible.

ASSESS THE SITUATION

Determine whether it's really a troll
or someone with a different opinion.

STAY CALM AND DON'T REACT
EMOTIONALLY

Trolls try to provoke you. Stay calm
and don't let them get to you.

RESPOND FACTUALLY AND BRIEFLY
(IF YOU CHOOSE TO RESPOND)

Use facts, not emotions. Keep your response
short and to the point.

e®e 6

Y
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DON'T TAKE IT PERSONALLY

Remember: it's not about you.
Trolls often target randomly.

USE MODERATION TOOLS

Block, mute or report abusive users.
Don't hesitate to use the tools
available to you.

SUPPORT YOUR COMMUNITY

Engage with respectful people.
A strong community is the best defense
against trolls.

FOCUS ON POSITIVE AND
CONSTRUCTIVE DIALOGUE

Don't let trolls derail the conversation.
Focus on meaningful discussions.
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Disinformation, understood as an exceptionally complex method of
operational activity, serving as a means of influencing a current or
potential adversary, a hostile intelligence service, or specific social
groups in another country, and at times also within one's own
country, constitutes one of the key challenges facing contemporary
information societies.
The study aims to present the EUvsDisinfo tool and to examine
disinformation phenomena in countries that are culturally,
geopolitically, and geographically close to one another.
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AnswerThePublic is an online tool that visualizes questions,
phrases, and associations entered by users into search engines,
primarily Google.

In practice, the tool reveals how Internet users formulate their
questions and express their information needs.

51 billion
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What does the word disinformation mean? o What is the concept of disinformation?
How can you protect yourself from disinformation?
How does disinformation work? o How can you recognize that someone is manipulating you?

o How can you recognize deepfake videos?

- -
What are the examples of the effects What are the consequences of disinformation?

of disinformation?
What are disinformation activities?

What is the name of the disinformation technique?

What are the goals of disinformation?

What are the techniques of disinformation? How can you deal with disinformation?
How can you recognize that someone is manipulating you?

What are the most common techniques
of social manipulation?
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EUvsDisinfo is the European Union's flagship initiative,
implemented by the East StratCom Task Force, a team of experts
with backgrounds in communication, journalism, social sciences,

and Russian studies.

The primary mission of the team is to counter disinformation
through the identification of misleading content and sources, as
well as their public disclosure in a dedicated database.

The EUvsDisinfo database serves as both an educational and a
research tool for information verification and the study of
disinformation.
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@ Back to database

DISINFORMATION CASE DETAILS

Outlet: am.sputniknews.ru { archived, original )
Date of publication: January 20, 2026
Article language(s): Russian

Countries / regions discussed: Moldova, EU

TAGS:

DISINFO: The EU is interested in

the complete destruction of
Moldova's statehood

SUMMARY

The European Union is interested in the complete destruction of Moldova's
statehood. This is evident in numerous facts. For example, the Moldovan
language has been renamed Romanian, school textbooks teach Romanian
history instead of Moldovan history and Nazi collaborators like Antonescu
have been declared heroes.

RESPONSE

A pro-Kremlin disinformation narrative questioning Moldova's integrity and
sovereignty, falsely accusing the EU of attempting to destroy Moldova's
statehood. The narrative aims to discredit Moldova's European course.
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The subject of the study comprised all disinformation cases
documented in the EUvsDisinfo database concerning the Baltic
States.

The cases were selected using database records retrieved through
the application of the "Baltic States” geographical filter and the
entire available chronological range.

The study employed the method of content analysis of database
records, as well as qualitative and quantitative research methods,
with particular emphasis on the analysis of content based on
record metadata.
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Membership in the European Union and the North Atlantic Treaty
Organization (NATO).
Geopolitical proximity to Poland.
A comparable level of digital skills according to the Digital Skills &
Jobs Platform report (Poland — 44.3% within the 16—74 age group).
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Chronological scope: 29 October 2015 — 16 June 2025.

A total of 366 disinformation cases were identified (363 eligible for
analysis).

Metadata examined: keywords (Tags), websites disseminating
disinformation (Outlet), language(s) of content dissemination
(Article language(s)), and countries appearing in the information
narratives (Region/Country discussed).
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POLSKICH AnaIySis
Lp. Tytut artykutu w bazie danych Data publikacji
1. |In an interview taken by Kainius Radzebicius from 3 marca 2016 r.

the American...

2. |Ukraine is an example on how to destroy a state without 23 wrzesnia 2019 r.
military action.

3. |NATO legalises piracy in the Baltic Sea. 17 stycznia 2025 r.
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363 cases = 170 unique tags.
Total number of keyword occurrences: 1,250.
Lp. Fraza tematyczna Liczba wystapien | Procentowy udzial
1. [NATO 106 29,2%
2. |Anti-Russian 102 28,1%
3. [Russophobia 93 25,6%
4. |NazifFascist 56 15,4%
5. |Puppets 37 10,2%
6. |Encircling Russia 37 10,2%
7. |Historical revisionism 36 9.9%
8. [Conspiracy theory 35 9,6%
9. |US presence in Europe 31 8,5%
10. |[War against Ukraine 30 8,3%
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Six Pillars of Disinformation
Pillar 1. Keywords associated with military and geopolitical issues.
Pillar 2: Narratives aimed at fostering a sense of grievance among
Russian-speaking citizens of the Baltic States.
Pillar 3: Historical revisionism, primarily concerning the period of the
Second World War.
Pillar 4: Narratives challenging the sovereignty and stability of the Baltic
States.
Pillar 5: The conflict in Ukraine and its underlying causes.
Pillar 6: Conspiracy theories and meta-disinformation.
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Analysis of Websites Disseminating Disinformation

363 cases = 165 unique sources.
On average, a single disinformation case was published by 1.36
media outlets.

" balthnews.ee @aa

Lp. Adres strony WWW Liczba wystapien Procentowy udzial ragazeters o g
1. youtubecon 34 037% Khaltz]aerwasréc%qsgmgmg;v
2. |sputnik.by 28 7.71% Na-m.Nnews redsiam LE’ g
& ipussthnant ” 1% g tVZV Zd a.ru
4. |pl.sputniknews.com 23 6,34% r'_'-.  vopwarn Y 2 Sa24. co:g o) E_E.é
5. [lt.sputniknews.ru 22 6,06% Eg Eg E-:hg fg Iz E% "E gfz
6. [ru.armeniasputnik.am 21 5,79% %g § Eg g;g E wpeea w!:': - gg
s Pt -
7. |pravda-pl.com 17 4,68% 5&5 E E ""'m o) G ”’“"“.8 E. g g gg
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£ 3 We
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Eadaily.com T
11. |baltnews.lt 10 2,75% = life.ru nf NZ3 5
: " Radiovesti.ru wos > ¢4 5
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Analysis of Websites Disseminating Disinformation

The top six sources in the ranking account for more than 50% of all
disinformation dissemination, while all websites listed in the table
on the previous slide are responsible for 61.16% of all
disinformation cases indexed in the database.
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Wayback Machine is an online tool developed by the Internet
Archive initiative that allows users to view how websites appeared
in the past.

Internet Archive Archiving website
snapshots

Access to historical
versions of websites
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INTERNET ARCHIVE
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Reconstructing the “Life Cycle” of a
Narrative
a) When did a particular piece of content
first appear?
b) How was it modified over time?
c) Was any content removed, altered, or
softened?

Mapping Disinformation Networks
a) Which websites were linked to one another?
b) Which portals replicated the same content?
c) What does the chain of disinformation look
like?

How Does It Help Us?

Evidence in Analysis
a) Preserving materials that may later
disappear,
b) Enabling researchers to cite specific
versions of websites rather than their current
state.

Context and Temporal Analysis
a) Comparing content with political events,
election campaigns, and crises (e.g.,
pandemics and wars).
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e The strong presence of well-known Russian media brands (e.g.,
Sputnik and Russia Today in various domain versions and
languages) suggests the existence of a strategic and coordinated
disinformation network within the Baltic region.
 Frequent local "media branding" practices can be observed through
the use of alternative domains or the addition of local extensions to
original (.ru) domains.
. Due to their popularity, diverse content formats, and methods of
content presentation, social media platforms dominate as tools of
information manipulation.
 The considerable number of niche websites (111 domains appeared
in only one or two disinformation cases) may indicate a strategy of
"source dispersion."
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Narratives

363 cases = 37 countries/regions.

Lp. Kraj/region Liczba wskazan Procentowy udzial
1. |Rosja 220 60,61%
2. |Polska 123 33,89%
3. |Ukraina 115 31,68%
4. |Stany Zjednoczone 112 30,85%
5. |Bialorus 57 15,70%
6. |Unia Europejska 42 11,57%
7. |Niemcy 27 7,44%
8. |Wielka Brytania 19 5,24%
9. |Zwiazek Radziecki 15 4,13%
10. |Rumunia 11 3,03%
11. |Szwecja 10 2,75%
12. |Gruzja 9 2,48%
13. |Francja 7 1,93%
14. |Finlandia 7 1,93%
15. |Czechy 6 1,65% e
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Legenda

B Eraje regionu
bty chiego
1-2 wystapeed
30 wystapeen

B 10-49 wystapien

Bl 50-100 wystapien

B powyie 101
wystapen

Analysis of Countries Mentioned in Disinformation
Narratives — Narrative Contexts
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Poland's significant presence stems primarily from its
role in the region, its active support for Ukraine, its
membership in NATO and the European Union, as
well as its geographical proximity to both the Baltic

States and Russia. Poland frequently appears in
narratives aimed at undermining the country's stability,
its international image, and its relations with
neighboring states.
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The analysis of 363 disinformation cases revealed
six dominant thematic areas, with militaristic and
geopolitical narratives playing a central role by
portraying NATO as an aggressor and challenging
its function as a guarantor of security in the Baltic
region.

Poland is one of the key countries featured in
disinformation narratives, serving as a NATO and
EU ally, a logistical hub for the region, and a
strategically sensitive geopolitical actor.

Summary of Study A

Disinformation sources form a coherent
ecosystem consistent with the five pillars of
Russian disinformation: official government
communications, state-funded media, proxy

sources, the weaponization of social media, and
disinformation in cyberspace.

These narratives portray Poland as an initiator of
escalating tensions, thereby contributing to the
erosion of public trust, political polarization, and
the weakening of the country's position in the
international arena.
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Recent years have been marked by social and geopolitical crises,
ranging from the COVID-19 pandemic and the war in Ukraine to
disinformation crises, including those associated with artificial
intelligence.

In response to these challenges, libraries, as local social institutions,
have begun to assume new roles: educational, integrative, and socially
stabilizing.

They are increasingly becoming participants in crisis communication and
an important component in strengthening the resilience of local
communities.
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LIBRARY ]

ae dziewiec filii

o 88| dwa oddzialy biblioteczne
oo|oo dwa punkty biblioteczne
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The subject of the study comprised posts documented on the website of
the Zdzistaw Arentowicz Municipal Public Library in Wioctawek,
published under the "News" section.

The materials were selected according to predefined time frames
corresponding to periods of heightened public interest in two major crisis
situations: the COVID-19 pandemic and the Russian military aggression
against Ukraine.
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Zmiana funkcjonowania filii i dziatow
bibliotecznych
O 28 raidsemikazizy & Mar

Pierwsze ksiazki w jezyku ukrairiskim!

18 marca 2022 & Katarzyna Froncgak

Pierwsze ksialki w jezyku ukrainskim sa juk dostepne w Filii
nr 11 przy ul. tegskiej 28 | Wkrtee pojawia sie kolejne, a
tymczasem zapraszamy do katalogu | biblioteki

hiltt, ps:,-',-'l:iny_pi.l'ﬂnlll

#literaturaworyginale #literaturapoukrainsku #nowewkatalogu #nowewbibliotece
#bibliotekapomaga #wolnosc #ilovebiblioteka #bibliotekajestsuper #lubimyczytac

#biblioterapia #bajkoterapia #solidarnizukraina

Biblioteka na rzecz uchodZcow

12073 e Martyna Deberynsks

Miejska Biblioteka Publiczna im. Zdzistawa Arentowicza
wiacza sie w dziatania wloclawskiego samorzadu na rzecz
uchodicdw z Ukrainy przebywajacych we Wioclawku, W
budynku pray ul. Zytnie] pojawit sig ufundowany przez
biblicteke regat z nowosciami ksiadkowymiw... Czytaj Dalej
Biblioteka na rzecz uchodicdw
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The study was based on a content analysis of 347 messages published
on the library's website under the "News" section during the following
periods:

1 March 2020 — 1 June 2021 (197 messages)

24 February 2022 — 24 August 2022 (150 messages)

During the content analysis, each message was coded and classified
according to its message type, message function, and message tone.
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Refers to the dominant nature of the message, determined by its primary
substantive content and narrative form.
"What is the message about?"

EDUCATIONAL ORGANIZATIONAL SOCIAL
PROMOTIONAL SERVICE-ORIENTED
IMAGE-BUILDING INFORMATIONAL
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Refers to the primary purpose that a message serves for its audience
and the communication community.
“Why was this message published?”

ADAPTIVE INTEGRATIVE REGULATORY
IMAGE-BUILDING EDUCATIONAL
PROMOTIONAL EVALUATIVE
____——————————_:T_’:—:—_fj;f;
e ——————— - cen



SBP
o Message Tone

STOWARZYSZENIE
BIBLIOTEKARZY
POLSKICH

Refers to the emotional and stylistic character of a message, reflected in
the manner in which content is presented and communicated to
recipients.

“How is the message communicated?”

COMMUNITY-ORIENTED MOBILIZING REFLECTIVE
NEUTRAL REASSURING
PROMOTIONAL NOSTALGIC
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AR (Situation A)

Communication During the COVID-19 Pandemic
(Situation A)
Chronological scope: 1 March 2020 — 1 June 2021.
Number of records analyzed: 197.
Data examined: message titles, metadata (tags), and
the content of news items.
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Message type (Situation A)

Message Type Number of Occurrences Percentage Share
Educational 72 36.54 %
Organizational 37 18.78 %
Social 31 15.74 %
Promotional 30 15.23 %
Service-related 13 6.60 %
Informational 8 4.06 %
Image-building 6 3.05%

n=197
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Message Function (Situation A)

Message Function Number of Occurrences Percentage Share
1. Adaptive 62 3147 %
2. Integrative 52 26.40 %
3. Regulatory 32 16.24 %
4, Image-building 24 12.18 %
5. Educational 21 10.66 %
6. Promotional 4 2.03 %
7. Evaluative 2 1.02 %
n=197
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Message Tone Number of Occurrences Percentage Share
1. Community-oriented 62 31.47 %
2. Mobilizing 52 26.50 %
3. Reflective 25 12.69 %
4. Neutral 25 12.69 %
5. Reassuring 18 9.14 %
6. Promotional 8 4.06 %
y Nostalgic 7 3.45 %
n=197
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The analysis of 197 messages published during the
pandemic revealed that educational communication
was the dominant form of interaction between the
library and its users (36.54%), indicating that the
library quickly shifted from informing about
restrictions to sustaining participation in cultural life.

At the functional level, adaptation was the most
prominent function (31.47%), reflecting the
reorganization of services and efforts to familiarize
users with new rules governing library use.

The substantial share of the integrative function The dominant message tones—community-oriented
(26.40%) indicates a deliberate effort to maintain (31.47%) and mobilizing (26.50%)—reinforced a sense
relationships with the local community despite social of continuity in the social and cultural life of
isolation, particularly with older adults. Wioctawek residents.

The library served as an informational, organizational, and emotional stabilizer.
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FoLSKCH Aggression Against Ukraine (Situation B)

Chronological scope: 24 February 2022 — 24 August
2022.
Number of records analyzed: 150.
Data examined: message titles, metadata (tags), and
the content of news items.
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Message Type (Situation B)

Message Type Number of Occurrences Percentage Share
i P Educational 55 36.67 %
2. Promotional 24 16.00 %
3 Social 19 12.67 %
4. Service-related 18 12.00 %
5 Organizational 13 8.67 %
6. Image-building 11 7.33%
1. Informational 10 6.66 %
n=150
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Message Type (Situation B)

Message Function Number of Occurrences Percentage Share
1 Educational 60 40.00 %
2. | Integrative 24 16.00 %
3. | Promotional 21 14.00 %
4, Adaptive 18 12.00 %
5. | Regulatory 15 10.00 %
6. | Image-building 8 533%
7. | Evaluative 4 2.67 %
n=150
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Message Type (Situation B)

(5 et et [ e
1. Community-oriented 50 33.33%
2. Reflective 28 18.67 %
3. Nostalgic 26 17.33 %
4. Neutral 11 11.33 %
S. Promotional 13 8.67 %
6. Mobilizing 10 6.67 %
7. Reassuring 6 4.00 %
n=150
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The analysis of 150 messages published
during the six months following the Russian
military aggression against Ukraine
identified educational communication as the
dominant message type (36.67%). However,
compared with the COVID-19 period,
promotional and service-oriented content
played a more prominent role.

The substantial share of integrative and
promotional functions (30% combined)
reflects the mobilization of the local
community around initiatives aimed at
supporting refugees.

The primary function of communication was

educational (40%), focusing on the

interpretation of the war, historical memory,

and social solidarity.

At the level of message tone, alongside
community orientation, reflection and
nostalgia also featured prominently (36%
combined), reflecting Polish historical
memory, collective experiences, and the
legacy of war.

The library became a local center of solidarity, remembrance,
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The comparison of the two crisis situations demonstrates that
the Wioctawek Public Library does not respond in a
standardized manner but rather adapts its communicative
functions flexibly to the nature of the threat.

In both cases, educational and community-oriented
communication predominated, confirming a lasting
institutional shift toward fostering social resilience.

The Municipal Public Library in Wioctawek not only responds
to crises but also actively contributes to strengthening the
resilience of the city and its citizens.
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Dziekuje za uwage i zapraszam do kontaktu!

Thank you for your attention and | look forward to hearing
from you!
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	Political Perspective
	The objective of such disinformation is to shape public opinion, reinforce specific ideological narratives, and influence citizens' electoral decisions.
	Disinformation mechanisms contribute to social polarization, declining trust in public institutions, and the erosion of confidence in the media and political actors.
	Economic Perspective
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	Research on disinformation focuses on the mechanisms of information influence, processes of manipulation and persuasion, the impact of emotions on content reception, as well as the functioning of the digital environment and algorithms.
	The growing scale of the phenomenon makes disinformation one of the key research challenges of the information society.
	Military Perspective
	From a military perspective, it constitutes a tool of influence employed against adversaries, societies, state institutions, and intelligence services.
	Disinformation constitutes an important element of hybrid warfare, contemporary conflicts, and special operations.
	Diplomatic Perspective
	It is employed to advance political interests, shape the image of states, reinforce specific international narratives, and influence public opinion abroad.
	Contemporary disinformation campaigns have become an element of strategic competition among states within the information space.
	Psychological Perspective
	It exploits psychological mechanisms related to emotions, stereotypes, prejudices, and the selective processing of information. Its objective is to shape perceptions of situations, social attitudes, and decision-making processes.
	Content that is highly emotional, simplified, polarized, and tailored to specific target groups tends to be particularly effective.
	Cybernetic Perspective
	From a cybernetic perspective, particular importance is attached to information flows, digital platform algorithms, communication networks, and mechanisms for audience targeting.
	Disinformation employs social engineering, propaganda, and information manipulation techniques. Within the NATO framework, disinformation is regarded as a component of hybrid activities alongside cyberattacks, political pressure, and economic coercion.
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	Types of Fake News
	Satire or Parody – the presentation of humorous yet false information in a manner that makes it appear to be true.
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	False Connection – the use of multimedia, headlines, and captions that bear no relation to the content being presented.
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	Misleading Content – a form of disinformation intended to persuade recipients to accept particular viewpoints and to evoke specific feelings and emotions.
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	False Context – the presentation of truthful information in a context entirely different from the one originally intended, thereby fundamentally altering its meaning.
	Types of Fake News
	Impersonation of Genuine Sources – the substitution of authentic sources with false ones.
	Types of Fake News
	Fabricated Content – a message that draws on real events but is deliberately created to mislead, shock, and provoke controversy. It may contain entirely false information, disputed facts, or manipulated quotations.
	Types of Fake News
	Manipulated Content – the exploitation of specific circumstances, the distortion or misrepresentation of facts, in order to substantiate particular claims or influence the opinions and behavior of others.
	Types of Fake News
	Fabricated Information – information that is entirely false from beginning to end and has been artificially created to evoke specific emotions.
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	Statistics
	9 out of 10 Poles believed at least one of the false claims examined. The survey assessed respondents' attitudes towards 30 false claims related to energy, health, climate, new technologies, and politics that had circulated in the public sphere.
	Typical Respondent Profile
	Gender: Male Age: 55 years and older Place of residence: City with a population exceeding 500,000 Education: Higher education These characteristics are associated with individuals who are less likely to believe false information.
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	Message Type
	EDUCATIONAL     ORGANIZATIONAL     SOCIAL PROMOTIONAL     SERVICE-ORIENTED IMAGE-BUILDING     INFORMATIONAL

	Message Function
	ADAPTIVE              INTEGRATIVE           REGULATORY IMAGE-BUILDING            EDUCATIONAL PROMOTIONAL            EVALUATIVE
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	Chronological scope: 24 February 2022 – 24 August 2022. Number of records analyzed: 150. Data examined: message titles, metadata (tags), and the content of news items.
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	Key Findings (Situation B)
	The library became a local center of solidarity, remembrance, and support for refugees.

	Summary
	The comparison of the two crisis situations demonstrates that the Włocławek Public Library does not respond in a standardized manner but rather adapts its communicative functions flexibly to the nature of the threat. In both cases, educational and community-oriented communication predominated, confirming a lasting institutional shift toward fostering social resilience. The Municipal Public Library in Włocławek not only responds to crises but also actively contributes to strengthening the resilience of the city and its citizens.
	Thank you for your attention and I look forward to hearing from you!

