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“It is better to have no information at all than to be
misinformed, because misinformation constitutes
negative information—information that is less than

zero.”.

~ Stanisław Lem
“Tales of Pirx the Pilot”



It constitutes a specific
type of information.

Disinformation – What Is Worth Knowing at the
Outset?

It is a dynamic and
constantly evolving

phenomenon.

The development of digital
technologies has

increased the scale and
speed of its impact.

Today, it constitutes one
of the key elements of
information warfare.

Information is no longer merely a resource; it has become a tool of influence.



Defining Disinformation

Disinformation is a multidimensional concept that is difficult
to define unambiguously.

Its understanding depends on the research perspective
adopted and the context of analysis.

Definitions differ, among other things, depending on:
a) offensive or defensive applications,

 b) the type of information environment,
 c) the specific characteristics of a given sector or field of

activity,
 d) the type and function of information.



According to Vladimir Volkoff

According to Vladimir Volkoff,
disinformation constitutes a

deliberate and long-term influence
on the consciousness of recipients.

Its objective is to replace views
considered undesirable with those

desired by the disinformer.

Its influence extends to both the
conscious and subconscious

levels of the recipients.

This process leads to the shaping
of social perceptions and social

attitudes.

In this perspective, disinformation is not merely false information.
It is a process of social influence.



According to Marek Świerczek

Disinformation is understood as an exceptionally complex
method of operational activity, serving as a means of
influencing a current or potential adversary, a hostile

intelligence service, or specific social groups in another
country, and sometimes also within one's own country.

In this perspective, disinformation is regarded as a powerful weapon
worth possessing.



Institutional Approach

Contemporary analyses of disinformation extend beyond the
academic perspective to include institutional and strategic

dimensions.
International organizations and state institutions perceive it as a

significant threat to information security and social stability.



Ministry of Digital Affairs (Poland)
NASK – National Research Institute



European Union



NATO Glossaries



Perspectives and Approaches to Disinformation



Perspectives and Approaches to Disinformation

Media Perspective

Economic Perspective

Political Perspective

Military Perspective
Diplomatic Perspective

Psychological Perspective
Cybernetic Perspective

Scientific Perspective



Media Perspective

Disinformation today operates within the media and digital
environment, while the Internet and social media enable the
rapid and large-scale dissemination of manipulated content.

Disinformation may include completely false content,
information taken out of context, as well as a combination

of true and false information.

Media manipulation is based on the selective presentation
of information, the fragmentation of messages, the

omission of facts, and the creation of information chaos.



Political Perspective

Disinformation constitutes a tool for influencing political
processes and the functioning of democracy.

The objective of such disinformation is to shape public
opinion, reinforce specific ideological narratives, and

influence citizens' electoral decisions.

Disinformation mechanisms contribute to social
polarization, declining trust in public institutions, and the
erosion of confidence in the media and political actors.



Economic Perspective

Disinformation affects not only society but also the economy
and the information market.

False or manipulated content may influence the value of
companies and stocks, investors' decisions, consumer

behavior, and the level of trust in brands and institutions.

In the digital environment, disinformation can generate
substantial profits at relatively low production and

distribution costs, while also contributing to economic
destabilization within a given region.



Scientific Perspective

Disinformation constitutes a subject of inquiry across
numerous academic disciplines.

Research on disinformation focuses on the mechanisms
of information influence, processes of manipulation and

persuasion, the impact of emotions on content reception,
as well as the functioning of the digital environment and

algorithms.

The growing scale of the phenomenon makes
disinformation one of the key research challenges of the

information society.



Military Perspective

Disinformation is perceived as a component of operational
activities and contemporary information conflicts.

From a military perspective, it constitutes a tool of
influence employed against adversaries, societies, state

institutions, and intelligence services.

Disinformation constitutes an important element of hybrid
warfare, contemporary conflicts, and special operations.



Diplomatic Perspective

Disinformation constitutes a tool of influence in international
relations.

It is employed to advance political interests, shape the
image of states, reinforce specific international narratives,

and influence public opinion abroad.

Contemporary disinformation campaigns have become an
element of strategic competition among states within the

information space.



Psychological Perspective

Disinformation influences cognitive processes and the ways in
which recipients interpret reality.

It exploits psychological mechanisms related to emotions,
stereotypes, prejudices, and the selective processing of

information. Its objective is to shape perceptions of
situations, social attitudes, and decision-making

processes.

Content that is highly emotional, simplified, polarized, and
tailored to specific target groups tends to be particularly

effective.



Cybernetic Perspective

Disinformation functions as an element of dynamic processes
occurring within the digital environment.

From a cybernetic perspective, particular importance is
attached to information flows, digital platform algorithms,
communication networks, and mechanisms for audience

targeting.
Disinformation employs social engineering, propaganda,

and information manipulation techniques.
Within the NATO framework, disinformation is regarded as
a component of hybrid activities alongside cyberattacks,

political pressure, and economic coercion.



Disinformation Through the Eyes of Poles (2024)
Have You Ever Encountered Disinformation?

https://www.lbm.uw.edu.pl/images/Dezinformacja_oczami_Polakw_edycja_2024.pdf

https://www.lbm.uw.edu.pl/images/Dezinformacja_oczami_Polakw_edycja_2024.pdf


Have you ever encountered fake news?



Where Do Poles Most Frequently Encounter False
Information?



Typology of Disinformation



Which Form of False Information Poses a Greater
Threat?



Definition of Fake News

a) a message containing disinformation content that is
contextually linked to real events,

b) intentionally created with the aim of misleading recipients or
distorting their perception of reality,

c) designed to provide tangible benefits to the sender or the
distributing entity, including financial, reputational, or political

gains.



Types of Fake News

Satire or Parody – the
presentation of

humorous yet false
information in a manner

that makes it appear to be
true.



Types of Fake News

False Connection – the
use of multimedia,

headlines, and captions
that bear no relation to

the content being
presented.



Types of Fake News

Misleading Content – a
form of disinformation
intended to persuade
recipients to accept

particular viewpoints and
to evoke specific feelings

and emotions.



Types of Fake News

False Context – the
presentation of truthful
information in a context

entirely different from the
one originally intended,
thereby fundamentally
altering its meaning.



Types of Fake News

Impersonation of
Genuine Sources – the

substitution of authentic
sources with false ones.



Types of Fake News

Fabricated Content – a
message that draws on

real events but is
deliberately created to
mislead, shock, and

provoke controversy. It
may contain entirely false

information, disputed
facts, or manipulated

quotations.



Types of Fake News

Manipulated Content –
the exploitation of

specific circumstances,
the distortion or

misrepresentation of
facts, in order to

substantiate particular
claims or influence the

opinions and behavior of
others.



Types of Fake News

Fabricated Information –
information that is
entirely false from

beginning to end and has
been artificially created to
evoke specific emotions.



The Scale of Disinformation
Number of Disinformation Cases in the EUvsDisinfo

Database (2015–2026)



Statistics

9 out of 10 Poles believed
at least one of the false claims examined.

The survey assessed respondents' attitudes
towards 30 false claims related to energy, health,
climate, new technologies, and politics that had

circulated in the public sphere.



Typical Respondent Profile

Gender: Male
Age: 55 years and older

Place of residence: City with a population exceeding
500,000

Education: Higher education
These characteristics are associated with

individuals who are less likely to believe false
information.



Dissemination of Disinformation
Do Poles Receive Fake News from Other People?



Recognizing Fake News



Recognizing Fake News







Study A – The Baltic Architecture of Disinformation

Disinformation, understood as an exceptionally complex method of
operational activity, serving as a means of influencing a current or
potential adversary, a hostile intelligence service, or specific social

groups in another country, and at times also within one's own
country, constitutes one of the key challenges facing contemporary

information societies.
The study aims to present the EUvsDisinfo tool and to examine

disinformation phenomena in countries that are culturally,
geopolitically, and geographically close to one another.



Poles' Information Needs Regarding Disinformation



AnswerThePublic is an online tool that visualizes questions,
phrases, and associations entered by users into search engines,

primarily Google.
In practice, the tool reveals how Internet users formulate their

questions and express their information needs.

Answer The Public



The Actual Information Needs of Poles



EUvsDisinfo is the European Union's flagship initiative,
implemented by the East StratCom Task Force, a team of experts
with backgrounds in communication, journalism, social sciences,

and Russian studies.
The primary mission of the team is to counter disinformation

through the identification of misleading content and sources, as
well as their public disclosure in a dedicated database.

The EUvsDisinfo database serves as both an educational and a
research tool for information verification and the study of

disinformation.

The EUvsDisinfo Initiative





The subject of the study comprised all disinformation cases
documented in the EUvsDisinfo database concerning the Baltic

States.
The cases were selected using database records retrieved through

the application of the "Baltic States" geographical filter and the
entire available chronological range.

The study employed the method of content analysis of database
records, as well as qualitative and quantitative research methods,

with particular emphasis on the analysis of content based on
record metadata.

Subject of the Study



Membership in the European Union and the North Atlantic Treaty
Organization (NATO).

Geopolitical proximity to Poland.
A comparable level of digital skills according to the Digital Skills &
Jobs Platform report (Poland – 44.3% within the 16–74 age group).

Why the Baltic States?



Chronological scope: 29 October 2015 – 16 June 2025.

A total of 366 disinformation cases were identified (363 eligible for
analysis).

Metadata examined: keywords (Tags), websites disseminating
disinformation (Outlet), language(s) of content dissemination

(Article language(s)), and countries appearing in the information
narratives (Region/Country discussed).

Research Findings



Disinformation Cases Not Eligible for Further
Analysis



363 cases = 170 unique tags.
Total number of keyword occurrences: 1,250.

Keyword Analysis



Key Findings from the Keyword Analysis

Six Pillars of Disinformation
Pillar 1: Keywords associated with military and geopolitical issues.
Pillar 2: Narratives aimed at fostering a sense of grievance among

Russian-speaking citizens of the Baltic States.
Pillar 3: Historical revisionism, primarily concerning the period of the

Second World War.
Pillar 4: Narratives challenging the sovereignty and stability of the Baltic

States.
Pillar 5: The conflict in Ukraine and its underlying causes.

Pillar 6: Conspiracy theories and meta-disinformation.



363 cases = 165 unique sources.
On average, a single disinformation case was published by 1.36

media outlets.

Analysis of Websites Disseminating Disinformation



The top six sources in the ranking account for more than 50% of all
disinformation dissemination, while all websites listed in the table

on the previous slide are responsible for 61.16% of all
disinformation cases indexed in the database.

Analysis of Websites Disseminating Disinformation



Wayback Machine is an online tool developed by the Internet
Archive initiative that allows users to view how websites appeared

in the past.

Wayback Machine

Internet Archive Archiving website
snapshots

Access to historical
versions of websites



Applications



Reconstructing the “Life Cycle” of a
Narrative

a) When did a particular piece of content
first appear?

b) How was it modified over time?
c) Was any content removed, altered, or

softened?

How Does It Help Us?

Evidence in Analysis
a) Preserving materials that may later

disappear,
b) Enabling researchers to cite specific

versions of websites rather than their current
state.

Mapping Disinformation Networks
a) Which websites were linked to one another?
b) Which portals replicated the same content?
c) What does the chain of disinformation look

like?

Context and Temporal Analysis
a) Comparing content with political events,

election campaigns, and crises (e.g.,
pandemics and wars).



Key Findings from the Source Analysis

The strong presence of well-known Russian media brands (e.g.,
Sputnik and Russia Today in various domain versions and

languages) suggests the existence of a strategic and coordinated
disinformation network within the Baltic region.

Frequent local "media branding" practices can be observed through
the use of alternative domains or the addition of local extensions to

original (.ru) domains.
Due to their popularity, diverse content formats, and methods of

content presentation, social media platforms dominate as tools of
information manipulation.

The considerable number of niche websites (111 domains appeared
in only one or two disinformation cases) may indicate a strategy of

"source dispersion."



363 cases = 37 countries/regions.

Analysis of Countries Mentioned in Disinformation
Narratives



Analysis of Countries Mentioned in Disinformation
Narratives – Narrative Contexts



Poland's Presence in Disinformation Narratives

Poland's significant presence stems primarily from its
role in the region, its active support for Ukraine, its
membership in NATO and the European Union, as
well as its geographical proximity to both the Baltic
States and Russia. Poland frequently appears in

narratives aimed at undermining the country's stability,
its international image, and its relations with

neighboring states.



The analysis of 363 disinformation cases revealed
six dominant thematic areas, with militaristic and
geopolitical narratives playing a central role by

portraying NATO as an aggressor and challenging
its function as a guarantor of security in the Baltic

region.

Summary of Study A

Disinformation sources form a coherent
ecosystem consistent with the five pillars of
Russian disinformation: official government
communications, state-funded media, proxy

sources, the weaponization of social media, and
disinformation in cyberspace.

Poland is one of the key countries featured in
disinformation narratives, serving as a NATO and

EU ally, a logistical hub for the region, and a
strategically sensitive geopolitical actor.

These narratives portray Poland as an initiator of
escalating tensions, thereby contributing to the
erosion of public trust, political polarization, and

the weakening of the country's position in the
international arena.



Study B – The Library as an Institution of Resilience

Recent years have been marked by social and geopolitical crises,
ranging from the COVID-19 pandemic and the war in Ukraine to
disinformation crises, including those associated with artificial

intelligence.
In response to these challenges, libraries, as local social institutions,

have begun to assume new roles: educational, integrative, and socially
stabilizing.

They are increasingly becoming participants in crisis communication and
an important component in strengthening the resilience of local

communities.



Zdzisław Arentowicz Municipal Public Library in
Włocławek



The subject of the study comprised posts documented on the website of
the Zdzisław Arentowicz Municipal Public Library in Włocławek,

published under the "News" section.
The materials were selected according to predefined time frames

corresponding to periods of heightened public interest in two major crisis
situations: the COVID-19 pandemic and the Russian military aggression

against Ukraine.

Subject of the Study





The study was based on a content analysis of 347 messages published
on the library's website under the "News" section during the following

periods:
1 March 2020 – 1 June 2021 (197 messages)

24 February 2022 – 24 August 2022 (150 messages)
During the content analysis, each message was coded and classified
according to its message type, message function, and message tone.

Subject of the Study



Refers to the dominant nature of the message, determined by its primary
substantive content and narrative form.

"What is the message about?"

Message Type

EDUCATIONAL     ORGANIZATIONAL     SOCIAL
PROMOTIONAL     SERVICE-ORIENTED
IMAGE-BUILDING     INFORMATIONAL



Refers to the primary purpose that a message serves for its audience
and the communication community.
“Why was this message published?”

Message Function

ADAPTIVE              INTEGRATIVE           REGULATORY
IMAGE-BUILDING            EDUCATIONAL

PROMOTIONAL            EVALUATIVE



Refers to the emotional and stylistic character of a message, reflected in
the manner in which content is presented and communicated to

recipients.
“How is the message communicated?”

Message Tone

COMMUNITY-ORIENTED MOBILIZING REFLECTIVE
NEUTRAL REASSURING

PROMOTIONAL NOSTALGIC



Number of Messages Published in 2018–2025



Communication During the COVID-19 Pandemic
(Situation A)

Chronological scope: 1 March 2020 – 1 June 2021.
Number of records analyzed: 197.

Data examined: message titles, metadata (tags), and
the content of news items.

Communication During the COVID-19 Pandemic
(Situation A)



Message type (Situation A)



Message Function (Situation A)



Message Tone (Situation A)



The analysis of 197 messages published during the
pandemic revealed that educational communication
was the dominant form of interaction between the
library and its users (36.54%), indicating that the

library quickly shifted from informing about
restrictions to sustaining participation in cultural life.

Key Findings (Situation A)

At the functional level, adaptation was the most
prominent function (31.47%), reflecting the

reorganization of services and efforts to familiarize
users with new rules governing library use.

The substantial share of the integrative function
(26.40%) indicates a deliberate effort to maintain

relationships with the local community despite social
isolation, particularly with older adults.

The dominant message tones—community-oriented
(31.47%) and mobilizing (26.50%)—reinforced a sense

of continuity in the social and cultural life of
Włocławek residents.

The library served as an informational, organizational, and emotional stabilizer.



Chronological scope: 24 February 2022 – 24 August
2022.

Number of records analyzed: 150.
Data examined: message titles, metadata (tags), and

the content of news items.

Communication During the Russian Military
Aggression Against Ukraine (Situation B)



Message Type (Situation B)



Message Type (Situation B)



Message Type (Situation B)



The analysis of 150 messages published
during the six months following the Russian

military aggression against Ukraine
identified educational communication as the
dominant message type (36.67%). However,

compared with the COVID-19 period,
promotional and service-oriented content

played a more prominent role.

Key Findings (Situation B)

The primary function of communication was
educational (40%), focusing on the

interpretation of the war, historical memory,
and social solidarity.

The substantial share of integrative and
promotional functions (30% combined)

reflects the mobilization of the local
community around initiatives aimed at

supporting refugees.

At the level of message tone, alongside
community orientation, reflection and

nostalgia also featured prominently (36%
combined), reflecting Polish historical

memory, collective experiences, and the
legacy of war.

The library became a local center of solidarity, remembrance,
and support for refugees.



The comparison of the two crisis situations demonstrates that
the Włocławek Public Library does not respond in a

standardized manner but rather adapts its communicative
functions flexibly to the nature of the threat.

In both cases, educational and community-oriented
communication predominated, confirming a lasting
institutional shift toward fostering social resilience.

The Municipal Public Library in Włocławek not only responds
to crises but also actively contributes to strengthening the

resilience of the city and its citizens.

Summary



Thank you for your attention and I look forward to hearing
from you!
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